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Morebitna novejsa razli¢ica tega dokumenta je dostopna na spletnih straneh www.creaplus.si.

Windows je registrirana blagovna znamka podjetja Microsoft.

Mac je registrirana blagovna znamka podjetja Apple.

Ostale uporabljene blagovne znamke, logotipi, imena, slike in druge avtorske pravice so last njihovih
lastnikov.

Distribucija tega dokumenta v bistveno spremenjeni razlicici ali v kakrSnikoli papirni obliki za
prodajne namene brez predhodnega dovoljenja imetnika avtorskih pravic ni dovoljena.

Izjava o omejitvi odgovornosti

Proizvajalec in avtorji si pridrzujejo pravice do kakrsnekoli spremembe ali izboljSave tako priizdelku kot tudi v navodilih,
kadarkoli in brez predhodne najave. Proizvajalec in avtorji ne sprejemajo nobene odgovornosti v primeru tezav, ki posredno
ali neposredno izhajajo iz napak ali nepopolnosti izdelka ali navodil. Informacije v teh navodilih so veljavne od datuma izdaje
navodil.
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1 SafeNet Authentication Client

Programska oprema SafeNet Authentication Client je namenjena upravljanju in uporabi pametne kartice ali pametnega
klju¢a Gemalto.

Pametne kartice Gemalto in pametni kljuc¢i USB Gemalto (K30, K50,..) so naprave z zmogljivim kriptografskim procesorjem
za varno shranjevanje digitalnih potrdil. Zasebnega klju¢ digitalnega potrdila s pametne kartice/ klju¢a USB ni mozno
prenesti oziroma izvoziti na lokacijo, kjer bi lahko bil zlorabljen.

Orodja programske opreme SafeNet Authentication Client omogocajo:

- Pregled digitalnih potrdil na pametni kartici/klju¢u Gemalto,

- uvoz digitalnega potrdila iz varnostne kopije (.pfx, .p12) na pametno kartico/klju¢ USB Gemalto,
- spreminjanje kode PIN na pametni kartici/klju¢u USB Gemalto,

- odklepanje kode PIN s pomocjo kode PUK (odklepanje zaklenjene pametne kartice/klju¢a USB),

2 Potek namestitve SafeNet Authentication Client

2.1 Windows
2.1.1  Odstranitev komponent IDGo800

V kolikor smo na racunalniku Ze uporabljali pametno kartico/klju¢ Gemalto s programsko opremo IDGo 800, je to potrebno
odstraniti pred namestitvijo medprogramja Safenet Authentication Client.

Pakete MSI odstranimo po klasi¢cnem postopku za odstranitev programov v operacijskem sistemu Windows (Programs and
Features).

MSI namestitveni paketi IDGo800:

Uninstall or change a program
Te uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize = Sl g 0
Mame Publisher Insta\l\éd On  Size Version &
O IDGo 800 Minidriver v1.2.9 for 64 bits Gemalto 2712727 521MB  1.29.01
O IDGo 800 PKCS#11 libraries v1.2.8 64-hit Gemalto 22/12/2017 500MB  1.2.8.01
Trenutna namestitev: Potek namestitve SAC:

IDGo 800 Minindriver »Plug nad Play« - namestitev medprogramja SAC
IDGo 800 Minidriver »Plug and Play« - Odstranitev MSI paketa IDGo 800 PKCS11
IDGo 800 PKCS11 (MSI namestitveni paket) - Namestitev medprogramja SAC
IDGo 800 Minindriver (MSI namestitveni paket) - Odstranitev MSI paketa IDGo 800 minidriver
IDGo 800 PKCS11 (MSI namestitveni paket) - Odstranitev MSI paketa IDGo 800 PKCS11

- Namestitev medprogramja SAC

Ce MSI paketov IDGo 800 ne odstranimo, namestitev SafeNet Authetication Client-a ni mogoca.

i Installer Information >

Setup has detected that an IDGo 800 Minidriver iz installed on
your computer. Uninztal it, and re-run Setup.
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2.1.2

Namestitev SafeNet Authentication Client

Sledimo postopku za namestitev medprogramja SAC:

1. Stisnjeno datoteko SafenetAuthenticationClient.zip odpremo in jo razsirimo na poljubno mesto.

Mame Size

Packed Type
Local Disk
File folder
File folder
File folder

Linux
MacOs

Windows

2. Zanamestitev na operacijskem sistemu Windows, odpremo datoteko Windows.

3. ZaZenemo ustrezen namestitveni paket, ki je primeren za na$ operacijski sistem — 64-bitni ali 32-bitni.
e  SafeNetAuthenticationClient-x32-10.4.msi (32-bit)
e  SafeNetAuthenticationClient-x64-10.4.msi (64-bit)

4. Odpre se carovnik za namestitev. Dvakrat izberemo gumb Next.

15 SafeNet Authentication Client 10.4 Setup

Welcome to the SafeNet Authentication
Client 10.4 Installation Wizard

Client 10.4 on your computer. To continue, click
Next.

It is strongly recommended that you close all

gemalto

45 SafeNet Authentication Client 10.4 Setup

Interface Language

Select the interface language.

gemalto

The Setup wizard will install SafeMet Authentication

Windows programs before running the Setup wizard

< Back

Cancel

Select the SafeMet Authentication Client 10.4 interface language:

English ~

Installshield

< Back

Cancel

5. lzberemo moZnost “l accept the license agreement”, nato dvakrat kliknemo na Next.

45 SafelNet Authentication Client 104 Setup

License Agreement

Please read the following license agreement carefully.

gemalto

45 SafeNet Authentication Client 10.4 Setup

Destination Folder

to a different folder.

Click Next to install to this folder, or click Change to install

X

gemalto

SAFENET SOFTWARE LICENSE TERMS
SafeNet Authentication Client

Legal notice:

ISafeNet software is not sold; rather, copies of SafeNet software are
licensed all the way through the distribution channel to the end user.
UNLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT
CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET
ISOFTWARE, THE TERMS AND CONDITIONS OF THE APPLICABLE LICENSE

®)] accept the license agreement
(1 do not accept the license agreement

Instalishield

« Back

Cancel

Instalishield

D Install SafeMet Authentication Client 10.4 to:
C:\Program Files\SafeNet\Authentication\

Change...

< Back Cancel

CREAplus_SafeNet_Authentication_Client_v1.0
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6. Oznacimo standardno namestitev (Typical) in potrdimo s klikom na Next. Za zacetek namestitve kliknemo na Install.
ﬁ SafeMet Authentication Client 10.4 Setup * ﬁ SafeNet Authentication Client 10.4 Setup X
Setup Type x x
Select the installation type. mto The wizard is ready to begin installation. gE“ Ialto
Click Install to begin the installation.
If you want to review or change any of your installation settings, click Back.
(® Typical Click Cancel to exit the wizard.
Standard installation. Includes implementation and user
interface for all eToken and iKey tokens.
() Custom
@ Use this option to choose which middleware features
you want installed. Recommended for advanced users.
InstallShield InstallShield
< Back Cancel < Back Cancel
7. Pocakamo, da se postopek namestitve izvede, nato pa s klikom na gumb Finish zaklju¢imo namestitev.
ﬁ SafeMet Authentication Client 10.4 Setup — X ﬁ SafeNet Authentication Client 10.4 Setup X
Installing Safelet Authentication Client 10.4 x . o "
"Th i . uthentiea """ ':" e gemalto SafeNet Authentication Client
e program features you selected are being installed. 10.4 has been successfully
Please wait while the InstallShield Wizard installs Safehet installed.
Authentication Client 10.4. This may take several minutes.
Click Finish to exit Setup.
Status:
Installing eToken Drivers
InstallShield
< Back Next = < Back Cancel
2.1.3  Namestitev knjiZznjice PKCS#11 za brskalnik Mozilla Firefox

Za uporabo pametne kartice/klju¢a USB Gemalto v spletnem brskalniku Mozilla Firefox, je potrebno v Firefox uvoziti
poseben modul PKCS#11.

Sledimo postopku:

1.

2.

3.

Zazenemo brskalnik Mozilla Firefox in v meniju

izberemo MozZnosti.

Na levem seznamu izberemo razdelek Zasebnost in varnost.

{} Splosno
Q Iskanje

n Zasebnost in varnost

Splosno
Zagon
Vedno preveri, ali je Firefox privzeti brskalnik

@ Firefox ni vag privzeti brskalnik
S Firefox Ra¢un

Nastavi za privzeto ...

Pomaknemo se na dno okna in kliknemo na Varnostne naprave...

CREAplus_SafeNet_Authentication_Client_v1.0
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¢ splozno
Q iskanje Dovali Firefoxu posiljanje porocil o sesutjih Mozilli Ve o tem

& Zasebnost in vamost

Varnost
& Firefox Racun

Za$¢ita pred zavajajo€o vsebino in nevarno programsko opremo
Zayrni nevarno in zavajajoco vsebino Vet o tem
Zavgni nevarne prenose

Qpozori o nezelen in neobicajni programski opremi

Digitalna potrdila
Ko streZnik zahteva vase osebno digitalno potrdilo,

ga izberi samodejno

vsakokrat vprasaj

Uporabi streznike OCSP za potrditev trenutne veljavnosti

digitalnih potrdil
® Podpora za Firefox

' Dovoli Firefoxu posiljanje tehnignih podatkov in podatkov o uporabi Moxzilli Vet o tem

Preglej digitalna potrdila ...

Vamostne naprave ...

4. V kolikor je na seznamu “Varnostni moduli in naprave” Ze prisoten modul za uporabo pametne kartice Gemalto, tega
oznacimo in kliknemo na Odstrani. Nato izberemo moznost Nalozi.

Upravitelj naprav

Varnostni moduli in naprave Podrobnosti Vrednost
/NS Intemal PKCS #11 Module
Generiéne kripto steritve
Programska vamostna naprava
“inaprej vgrajeni koreninski modul

Builtin Object Token

Prijava
Odjava
Spremeni geslo
Nalozi
Odstrani

Omogoti EIPS

Vredu

5.  Vnesemo poljubno poimenovanje modula ( npr. Gemalto modul PKCS#11). Kliknemo na gumb Prebrskai;...

Q Nalozi gonilnik naprave PKIC5#11 - X

Vnesite podatke za modul, ki ga Zelite dodati,

Ime modula | Gemalto|modul PECS#11

Ime datoteke modula I:I Prebrskaj ...

6. V file explorerju pois¢emo in oznac¢imo ustezen modul, nato kliknemo Open.
e  C:\Windows\System32\eTPKCS11.dll (64-bitni brskalnik)
e C:\Windows\SysWOW64\eTPKCS11.dll (32-bitni brskalnik)

., Izberite gonilnik naprave PKC5#11 za nalaganje

« v » ThisPC » Windows (C) » Windows » System32
Organize ~ MNew folder
n ~
I This PC Name
I Deskiop : EthernetMediaManager.dil
. eTOKCSP.dll
Documents
eToken.dll
¥ Downioads €TPKCS11.dll
D Music ETWCorellComponentsResources.dll
[&] Pictures ETWESEProviderResources.dll
g Videas EtwRundown.dll
W Y @ endredit eve

v 0 Search System32 Pl

Date modified Type

Application extens...
Application extens...
2171172017 18:42 Application extens...
2171172017 18:42 Application extens...

Application extens...

Application extens...

File name: | eTPKCS11.dII

721:58 Application extens...
M7 21-58 Annliratinn
w | Vse datoteke (*.%) o

S
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7. Sklikom na gumb V redu dodamo modul.

., Nalozi gonilnik naprave PKCS#11 — X

Vnesite podatke za modul, ki ga Zelite dodati,

Ime modula | Nov medul PKCS#11 |

Ime datoteke modula | C:\Windows\SystemB?_l | Prebrskaj ... |

8. Modul je nato prikazan na seznamu “Varnostni moduli in naprave”. S tem je omogocena uporaba pametne kartice v
spletnem brskalniku Mozilla Firefox.

Uil e x

Varnostni moduli in naprave Podrobnosti Vrednost Prijava

Builtin Object Token )

Odjava
Gemito modul PKCSE11

ASifeh 0 Spremen geslo

AKSifdh 1

Rainbow Technologies iKeyVirtualReader 0 Nalozi

Rainbow Technologies ieyVirtualReader 1 —

Unnamed Slot

Unnamed Slot Omogodi EIPS

Unnamed Slot
Unnamed Slot

ETOKEN HID READER 0
ETOKEN HID READER 1
ETOKEN HID READER 2
ETOKEN HID READER 3
Unnamed Slot

Unnamed Slot

Vredu

2.2 MacOS
2.2.1 Odstranitev komponent IDGo800

V kolikor smo na rac¢unalniku Ze uporabljali pametno kartico/klju¢ Gemalto s programsko opremo IDGo 800, je to potrebno
odstraniti pred namestitvijo medprogramja Safenet Authentication Client. Sledimo postopku:

1. Desno kliknemo na datoteko IDGo800_MAC_uninstall_full.command in izberemo Open.
|71 MacOS

B=oo = % 6o g

Open

Documentation QIMELENIE  Open With
install_f...

Move to Trash

SHEL

2. Vnesemo skrbnisko geslo ra¢unalnika in potrdimo z Enter. (Opomba: Ob vnasanju gesla se znaki ne prikazujejo)

@@ - user — IDGoB00_MAC_uninstall_full.command — sudo « -bash — 80x24

Last login: Tue Dec 26 23:12:41 on console =]
users-Mac-2:~ user$ /Users/user/Desktop/SafeNetAuthenticationClient/MacOS/IDGoER
B_MAC_uninstall_full.command ; exit;
fUsersfuser/Desktop/SafeNetAuthenticationClient/Mac05/IDGo8BA_MAC_uninstall_full
.command: line 1: !/bin/sh: No such file or directory

++ echo ' !

++ echo 'IDBo 888 PKCS11 Library Uninstall script'
IDGo 888 PKCS11 Library Uninstall script
++ echo ' !

++ sudo rm -rvf 'fApplications/Gemalto/IDGo8@@ PIN Management.app'
Password:[}

CREAplus_SafeNet_Authentication_Client_v1.0 8
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3. lzvede se odstranitev paketa IDGo 800.

[ ] “T. & user — IDGoB00_MAC_uninstall_full.command — 80x24 |

Jfusr/local/lib/PKCS11/1ibidprimepkcsil.dylib =]
++ '[' -f fusr/lib/pkcsil/libidprimepkcsil.dylib ']'

++ -f fusr/lib/libidprimepkcsll.®.dylib ']’

-f /Library/Documentation/Gemalto/Gemalto.PKCS11.ini ']"
-d fusr/lib/IDPrimePKCS11 ']'

-d /System/Library/Security/tokend/PKCS11.tokend ']

++ '['" -d /Library/LaunchAgents/pinGuiForTokend ']’

++ sudo pkgutil --forget com.gemalto.idgo888Pkcsll.pkg

Mo receipt for 'com.gemalto.idgoB8@@Pkcsll.pkg' found at '/'.

++ sudo pkgutil --forget com.gemalto.idgo88BPkcsllElCapitan.pkg
Forgot package 'com.gemalto.idgo8@88PkcsllElCapitan.pkg' on '/'.
++ sudo pkgutil --forget com.gemalto.idgo88BPkcsllYosemite.pkg
No receipt for 'com.gemalto.idgoB8@8PkcsllYosemite.pkg' found at '/'.
++ echo Done.

Done.

logout

Saving session...

...copying shared history...

...saving history...truncating history files...

«..completed.

Deleting expired sessions...4 completed.

++

'
'
++ !
++ !
'

[Process completed]f]

4. Terminalno okno zapremo in izvedemo ponovni zagon racunalnika.

2.2.2  Namestitev SafeNet Authentication Client
Sledimo postopku za namestitev medprogramja SAC:
1. V paketu SafeNetAuthenticationClient.zip izberemo mapo za namestitev na operaciijski sistem MacOS.

[ NeN ] |7 SafeNetAuthenticationClient
> Bl = D ol = | 2| a

Favorites
@ Recents
™ iCloud Drive —
#A: Applications Linux m Windows
[l Desktop

2.  Odpremo datoteko .dmg.

ece [ MacOs
< B = o) (B~ (% || O
Favorites
E Recents .
< iCloud Drive SHELL
/% Applications Documentation  IDGo800_MAC_un [EEIENEHETGENTT
. install_f..ommand |Gl eMEET)%]
Desktop

3. Ustvari se ustrezen virtualni disk Safenet Authentication Client 10.1, ki vsebuje namestitveni paket .pkg.

e0e® Ei SafeNet Authentication Client 101

< g[mm:m R - 2 Qs
Favorites

E Recents ‘ _,A

& iCloud Drive SafeNet Authentication Uninstall SafeNet

: Applications Client 10.1 .pkg Authentication Client 10.1

Desktop

[_Qﬂ Documents

o Downloads
Devices

(@) Remote Disc

l Q SafeNet Authentication Client 10.1 = I

4. Zazenemo paket SafeNet Authentication Client 10.1.pkg in dvakrat izberemo Continue.

CREAplus_SafeNet_Authentication_Client_v1.0 9
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w Install SafeNet Authentication Client ]

This package will run a program to

determine if the software can be installed.
. di To keep your computer secure, you should enly run
Q programs or install software from a trusted source. If
Licensg q you're not sure about this software's source, click
. Cancel to stop the program and the installation. il
Destiratio) *:"‘;::ir.;e
] H G Cancel Continue g
Installatior
Inistallation™

i;or r_rb-r;_d-ta-t-aﬂs, see SafeNet Authentication Glient
Summary Administrator's Guide.

gemalto

5.V oknu z licen¢nimi pogoji izberemo Continue.

@0 we Install SafeMet Authentication Client a

Software License Agreement

English B

Introduction

SAFENET SOFTWARE LICENSE TERMS
R Eic=nas SafeNet Authentication Client
Destinatior Select Legal notice:
J H
Installation Type SafeNet software is not sold; rather, copies of SaleNet software are licensed
Tz y all the way through the distribution channel to the end user. UNLESS YOU
Inistallation HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT
CONTROLS AND ALTERS YOUR USE OR DISTRIBUTION OF THE
Summary SAFENET SOFTWARE, THE TERMS AND CONDITIONS OF THE

APPLICABLE LICENSE AGREEMENTS BELOW APPLY TO YOU. Please
read the agreements applicable for the products you want to use. Please be
careful to read the agreement for the software you want to use.

LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT

CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE

X CONTENTS THEREOF AND/OR BEFORE DOWNLOADING CR

0 INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE

. OF SOFTWARE SUPPLIED BY SAFENET, INC. {or any of its affiliates -

either of them referred to as "SAFENET") ARE AND SHALL BE, SUBJECT
T THE TEAMS AND CONNITINNS SFT FNRTH IN THIS ARREFMENT

Print.. _S.av.e”._ Go Back Continue

6. Sklikom na Agree potrdimo, da se strinjamo z licen¢nimi pogoji.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

Read License Disagree Agree

7.  Kliknemo Install, s ¢cimer pricnemo postopek namestitve.

® O & Install SafeNet Authentication Client =}

Standard Install on “Macintesh HD*
This will take 11,7 MB of space en your computer.
Introduction ! P v P

License Click Install to perform a standard installation of this software
s for all users of this computer. All users of this computer will be
Desjt'"ﬂt_'“" Select able to use this software.
@ Installation Type

Inistallation

Surmmary

gemalto

Go Back Install

CREAplus_SafeNet_Authentication_Client_v1.0 10



-t

=

-

Aplus

SafeNet Authentication Client — navodila za uporabo

8. Vnesemo skrbnisko geslo racunalnika in kliknemo na gumb Install Software.

= Installer is trying to install new software.

il

i I'é'- Enter your password to allow this.

User Name: |user

Password:

Cancel Install Software

9. Po koncani namestitvi se prikaZze okno z obvestilom o uspesSni namestitvi.

[ ] e Install SafeNet Authentication Client s

The installation was completed successfully.

Introduction

License

Destination Select

i Inst_;"a\latiun Type

Installation The installation was successful.

Summary The software was installed.

gemalto

[ Ciose |

10. Okno zapremo in izvedemo ponovni zagon racunalnika.

2.2.3  Namestitev knjiznjice PKCS#11 za brskalnik Mozilla Firefox

Za uporabo pametne kartice/klju¢a USB Gemalto v spletnem brskalniku Mozilla Firefox, je potrebno v Firefox uvozi poseben
modul PKCS#11.

Sledimo postopku:

1. ZaZenemo brskalnik Mozilla Firefox in v meniju = izberemo Nastavitve.
2. Nalevem seznamu izberemo razdelek Zasebnost in varnost.

3t splosno Splogno

Q Iskanje Zagon

) Vedno preveri, ali je Firefox privzeti brskalnik
a Zasebnost in varnost
@ Firefox ni vas privzeti brskalnik Nastavi za privzeto ...

S Firefox Ra¢un

3.  Pomaknemo se na dno okna in kliknemo na Varnostne naprave...

CREAplus_SafeNet_Authentication_Client_v1.0 11
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'ﬁ' Sploéno
Q Iskanje
a Zasebnost in varnost

c Firefox Racun

@ Podpora za Firefox

+ | Dovoli Firefoxu posiljanje tehni¢nih podatkov in podatkov o uporabi Mozilli Ve¢ o tem

Dovoli Firefoxu posiljanje porodil o sesutjih Mozilli Vec o tem

Varnost
Zascita pred zavajajoco vsebino in nevarno programsko opremo
Zavrni nevarno in zavajajoo vsebino Veé o tem
Zavni nevarne prenose

Opozori o neZeleni in necbicajni programski opremi

Digitalna potrdila
Ko streznik zahteva vade osebno digitalno potrdilo,

ga izberi samodejno

®  vysakokrat vprasaj

Uporabi streznike OCSP za potrditev trenutne veljavnosti Preglej digitalna potrdila ...

v
digitalnih potrdil

Varnostne naprave ...

4. V kolikor je na seznamu “Varnstni moduli in naprave” Ze prisoten modul za uporabo pametne kartice Gemalto, tega
oznacimo in kliknemo na Odstrani. Nato izberemo moznost Nalozi.

Varnostni moduli in naprave

v NS Interal PKCS #11 Module
Generiéne kripto storitue
Programska vamastra naprava

v unapre] vgrajen koreninski mocl

Buitin Objest Token

Upravitelj naprav x

Podrobnosti Vrednost Prijava
Odjava
Spremeni geslo
NaloZi
Odstrani

Omogoéi FIPS

Vredu

5.V polje Ime modula vnesemo poljubno ime (npr. Gemalto modul PKCS#11).

V polje Ime datoteke moula vnesemo pot /usr/local/lib/libeTPkcs11.dylib in potrdimo s klikom na V redu.

Ime datoteke modula

[ ] NaloZi gonilnik naprave PKCS#11

Vnesite podatke za modul, ki ga Zelite dodati.
Ime modula  Gemalto modul PKCSE11

fusrflocallib/libeTPkes11.dylii Prebrskaj ...

Prekli¢i Vredu

6. Modul je nato prikazan na seznamu “Varnostni moduli in naprave”. S tem je omogocena uporaba pamente
kartice/kljuca v spletnem brskalniku Mozilla Firefox.
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Upravitelj naprav X

Varnostni moduli in naprave Podrobnosti Vrednost Prijava

Programska varnostna naprava
¥ vnapre] vgrajeni karaninski modul oC12ve
Buitin Object Token -
Spremeni geslo

v Gemalto modul PKCS#11

Unnamad Siot Nalo¥i
Unnamed Siot
Unnamed Siot Odstrani
Unnamad Siot

Omogoti FIPS

Unnamed Sot
Unnamed Siot
Unnamed Siot
Unnamed Sot
ETOKEN HID READER 0
ETOKEN HID READER 1
ETOKEN HID READER 2
ETOKEN HID READER 3

Unnamed Siot

Unnamed Slot

Vredu

Launchpad

2.3 Linux—-Ubuntu 17.04
2.3.1 Namestitev SafeNet Authentication Client

1. Zanamestitev medprogramja SafeNet Authentication Client na distribuciji Ubuntu, uporabimo Debian programski paket.
¢ 32-bit: SafenetAuthenticationClient-core-10.0.xx-0_i386.deb
® 64-bit: SafenetAuthenticationClient-core-10.0.xx-0_amd64.deb

2. Zazenemo terminal, odpremo mapo z namestitvenimi paketi .deb in izvedemo ukaz.

(<] user@user-virtual-machine: ~/Desktop/DEB/Standard
user@user-virtual-machine:~ rds 1s
SafenetAuthenticationClient-10.0.37-0_amd64.deb
SafenetAuthenticationClient-10.0.37-0_1i386.deb
user@user-virtual-machine S rd$ sudo dpkg -1 SafenetAuthentica
tionClient-10.0.37-0_amnd64.deb i
Vnesemo ukaz, ki mu prilagodimo ime namestitvenega paketa .deb:

o 32-bit OS: sudo dpkg -i SafenetAuthenticationClient-core-10.0.xx-0_i386.deb
o  64-bit OS: sudo dpkg -i SafenetAuthenticationClient-core-10.0.xx-0_amd64.deb
3. Vnesemo root geslo in potrdimo.

user@user-virtual-machine: ~/Desktop/DEB/Standard

user@user-virtual-machine:~/Deskt S 15 sudo dpkg -1 SafenetAuthentica
tionClient-10.0.37-0_amd64.deb
[sudo] password for user:
(Reading database ... 169133 files and directories currently installed.)
Preparing to unpack enetAuthenticationClient-10.0.37-0_amd64.deb ..
Terminating eToken Service... done
[....] Stopping pcscd (via systemctl): pcscd.serviceWarning: Stopping pcscd.serv
ice, but it can still be activated by:

pcscd.socket

Unpacking safenetauthenticationclient (10.6.37-0) over (10.6.37-0)

Setting up safenetauthenticationclient (10.0.37-8)
cat: fetc/xdg/menus/applications.menu: No such file or directory
warning: can't add eToken submenu
[....] Stopping pcscd (via systemctl): pcscd.serviceWarning: Stopping pcscd.serv
ice, but it can still be activated by:
pcscd.socket

no process found

Starting pcscd (via systemctl): pcscd.service.

ing triggers for ureadahead (0.100.0-19)

ing triggers for systemd (232-21ubuntu2)

ing triggers for libc-bin (2.24-%ubuntu2) c
user@user-virtual-machine: rdS I

Opomba: V kolikor pride do napake pri namestitvi zaradi odvisnoti od drugih programskih paketov, izvedemo ukaz
sudo apt-get install f, nato pa ponovimo tocko 2.
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Po opravljeni namestitvi uporabnika odjavimo in ponovno prijavimo v sistem.
y B )

ut This

Aplikacija SafeNet Authentication Client Tools je nato vidna v opravilni vrstici.

® 1t B8 ) 552AM %

2.3.2  Namestitev knjiznjice PKCS#11 za brskalnik Mozilla Firefox

Zazenemo brskalnik Mozilla Firefox in v meniju = izberemo Nastavitve.
Na levem seznamu izberemo razdelek Zasebnost in varnost.

3t splosno Sploéno

Q Iskanje Zagon

5 Vedno preveri, ali je Firefox privzeti brskalnik
n Zasebnost in vamost

@ Firefox ni vag privzeti brskalnik Nastavi za privzeto ...

S Firefox Ra¢un

Pomaknemo se na dno okna in kliknemo na Varnostne naprave...

'm- Splodno

Q Iskanje Dovoli Firefoxu posiljanje porodil o sesutjih Mozilli Vec o tem

v | Dovoli Firefoxu posiljanje tehni¢nih podatkov in podatkov o uporabi Mozilli Veé o tem

n Zasebnost in varnost

Varnost
S Firefox Rafun

Zascita pred zavajajoéo vsebino in nevarno programsko opremo
Zayrni nevarno in zavajajoco vsebino  Vec o tem
Zavrni nevarne prenose

Opozori o nezeleni in neobi€ajni programski opremi

Digitalna potrdila
Ko streznik zahteva vaSe osebno digitalno potrdilo,
ga izberi samodejno

® vsakokrat vprasaj

digitalnih potrdil

Uporabi streZnike OCSP za potrditev trenutne veljavnosti Preglej digitalna potrdila ...

@ Podpora za Firefox Varnostne naprave ...

V kolikor je na seznamu “Varnstni moduli in naprave” Ze prisoten modul za uporabo pametne kartice Gemalto, tega

oznacimo in kliknemo na Odstrani. Nato izberemo moZnost NaloZzi.

CREAplus_SafeNet_Authentication_Client_v1.0
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Upravitelj naprav X
Varnostni moduli in naprave Podrobnosti Vrednost Prijava
¥ NSS Internal PKCS #11 Module
Generi¢ne kripto storitve. Odjava
Programska varnostna naprava
Spremeni geslo
¥ Vnagrej vgrajen koreninski modul
Builtin Object Token Nalogi
Odstrani
Omogodi FIPS
v
V redu

5. V polje Module Name vnesemo poljubno ime (npr. Gemalto module PKCS#11).
V polje Module filename vnesemo pot /usr/lib/libeTPkcs11.so in potrdimo s klikom na OK.

Load PKCS#11 Device Driver

Enter the information For the module you want to add.

Module Name \ Gemalto PKCS#11 Module |

Module filename | Jusr/lib/libeTPkes11.50 | | Browse...

Cancel OK

6. Modul je nato prikazan na seznamu “Varnostni moduli in naprave”. S tem je omogocena uporaba pamente
kartice/kljuca v spletnem brskalniku Mozilla Firefox.

Upravitelj naprav X

Varnostni moduli in naprave Podrabnosti Vrednost Prijava
Programska vamostna naprava
¥ Vnapre] vgrajeni koreninski modul Odjava)
Builtin Object Token
Spremeni geslo
v Gemalto modul PKCS#11
Unnamed Siot Nalozi
Unnamed Siot
Unnamed Slot Odstrani
Unnamed Siot
Unnamed Siot Omogoi FIPS
Unnamed Slot
Unnamed Siot
Unnamed Siot
ETOKEN HID READER
ETOKEN HID READER 1
ETOKEN HID READER 2
ETOKEN HID READER 3

Unnamed Siot

Unnamed Siot

V redu
Launchpad
3 Spreminjanje kode PIN
Za izvedbo spremembe uporabniskega PINa sledimo postopku:
1. ZaZenemo aplikacijo SafeNet Authentication Client Tools.
Windows MacOS Linux — Ubuntu 17.07
N P

& Applications

PESNA
SafeNet SafeNet @ @
Authenti..n Client [LINGERT ST Ve SV

SafeNet SafeNet
Authentication Client ..ntication Client Tools

SafeNet Authentication Client Tools ( S ) ( |
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2. lIzberemo ikono Advanced View (oznaceno na sliki)

() safeNet Authentication Client Tools

SafeNet Authentication Client

Card #E827994AC1D6FD17

\Vg '/

Rename Token

Change Token Password

Unlock Token

Delete Token Content

View Token Info

Disconnect SafeNet Virtual Token

® GEMALTO0.COM

3. Kliknemo na ikono Change password.

antication Client

@0i12a

“BE N BESS 20T R

Token name Card HE827534ACT1DEFD17 ~
Token category Hardware

Reader name Gemalto USB SmartCard Reader 0

4. Vvnosno polje Current Token Password vnesemo trenutno PIN Stevilko pametne kartice, v polji New Token Password
in Confirm Password pa novo, Zeljeno vrednost PIN Stevilke. Spremembo potrdimo s klikom na OK.

'S' Change Password: Card #E827994AC1DEFDTT

SafeNet Authentication Client

X

gemalto’

Cument Token Password:

New Token Password: |uu

Corfirm Password:

A securs p d has at least 8 cf
numerals, and special characters (such as |, §, #, %).

Current Language: SL

The new password must comply with the quality settings defined on the taken.

, and contains upper-case letters, lower-case lstters,

Cancel

5. Ob uspesno izvedeni spremembi PINa se prikaZze obvestilo na spodniji sliki.

Change Password: Card ZE827904ACTDEFDT

0 Password changed successfully,

*

CREAplus_SafeNet_Authentication_Client_v1.0
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4 Odklepanje kode PIN

Zgodi se, da smo kodo PIN pozabili. Pametna kartica/klju¢ USB se zaradi varnosti po dolo¢enem stevilu vnosov napacne PIN

kode zaklene. Kodo PIN lahko odklenemo s pomocjo kode PUK (imenovna tudi SOPIN).

Sledimo postopku:

1.

4.

Zazenemo aplikacijo Safenet Authentication Client Tools.

SafeNet SafeNet
Authenti..n Client [LINGERT ST

Windows MacOS Linux — Ubuntu 17.07
TN\ g SINEH
<) SafeNet Authentication Client Tools ( S ) ( S | A Applications
Desktop app P\_((
VA LAY

vy ye

SafeNet
..ntication Client Tools

SafeNet
Authentication Client

Izberemo ikono Advanced View (oznaceno na sliki)

gemalto’
[@oi?e

(S SafeNet Authentication Client Tools

SafeNet Authentication Client

Card #E827934AC1D6FD17

w / Rename Token
— Change Token Password
n. Urlock Token

® Delete Token Content
p View Token Info

Disconnect SafeNet Virtual Token

® GEMALTO0.COM

Kliknemo na ikono Set Token Password.

uthentication Client @019 e

it Tools

o) JoLANEX-F 5] FTTRRR

D6FD17 Token name

Card #E827994AC1D6FD17 ~

Token cateaon

Pomembno: Vnesti je potrebno vseh 48 znakov PUKa, vkljuéno z vsemi niclami
(Primer: 123456789100000000000000000000000000000000000000).

V vnosno okno Administrator Password vnesemo PUK (oz. SOPIN) pametne karice in potrdimo s klikom na OK.

CREAplus_SafeNet_Authentication_Client_v1.0
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5.

6.

(S) Administrator Logon x

SafeNet Authentication Client

Enter the Token's administrator Password

Token Name Card #E827334ACT1DEFDN7

Administrator Password: :I
Current Language: SL

This is an copy for use only.

V vnosni okni Token Password in Confirm Password vhnesemo (dolo¢imo) novo PIN kodo. Parameter Logon retries before
token is locked nastavimo na vrednost 5, nato pa potrdimo s klikom na OK.

'@' Set Password: Card #E827994AC1DEFINT X

gemalto’

SafeNet Authentication Client

Token Password: |"" ‘

Corfimm Password: |uu\ ‘

F®

The new password must comply with the quality settings defined on the token.

Logon retries before token is locked:

A secure password has at least 8 characters, and containg upper-case letters, lower-case |etters,
numerals, and special characters (such as |, 5, #, %)

Current Language: EN

Set Password: Card #E82T394ACT1DEFD1T *

o Password changed successfully.

5 Upravljanje z digitalnimi potrdil

Z dolocitvijo novega PINa smo izvedli tudi odklep pametne kartice.

5.1 Uvoz digitalnega potrdila na pametno kartico/kljuc

1.

Zazenemo aplikacijo Safenet Authentication Client Tools.

Windows MacOS Linux — Ubuntu 17.07
— — " P
Pl g—
<) SafeNet Authentication Client Tools ( S ) ( S | A Applications
Desktop app ek
VA LAY
SafeNet SafeMet

Authenti..n Client [LINGERT ST

e ye

SafeNet
...ntication Client Tools

SafeNet
Authentication Client

CREAplus_SafeNet_Authentication_Client_v1.0
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2. Izberemo ikono Advanced View (oznaceno na sliki)

() safeNet Authentication Client Tools

SafeNet Authentication Client

Card #E827994AC1D6FD17 T
V / Rename Token
Fdhkk Change Token Password
ﬁ. Unlock Token
® Delete Token Content
p View Token Info

Disconnect SafeNet Virtual Token

® GEMALT0.COM

3. Nalevem seznamu izberemo postavko pametne kartice, nato kliknemo na ikono Import certificate.

SafeNet Authentication Client

012?28

%) SafeNet Authentication Ciient Tools @ \NBPESA B RO T 4%
¢ &% Tokens
ViR Eavd:ESZ?%AAODGFDW Token name Card HES27934AC1DEFD17
P oem L b im'"gs Token category Hardware
+..40% Client Settings
- Reader name Gemalto USB SmartCard Reader 0

4. Vnesemo PIN kodo kartice (Token Password) in kliknemo na OK.

-;,%“- Token Logon

SafeNet Authentication Client

gemalto’

X

Enterthe Token Password

Token Name Card #471351D51D6EASI3

Token Password

Current Language: EN
This is an unlicensed copy for evaluation use only.

OK Cancel

5. lIzberemo Import a certificate from a file. (Ta korak je potreben sam na Windows napravah)

':5;' Import Certificate: Card #471351D51D6EAB33

SafeMNet Authentication Client

gemalto’

x

() Import a certficate from my personal certificate store
(@ Import a certficate from a file

6. Pois¢emo lokacijo varnostne kopije certifikata in kliknemo Open.
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@' Certificate Selection
N » ThisPC » Local Disk(C) » cert » pl12 AN Search p12 o
Organize + New folder
pfx ”~ MName

Date modified Type
B videos

E Testni_Certifikat_Pin_1234.p12 12/5/2016 2:06 PM Personal Informati... 3KB
4@ OneDrive

[ This PC
[ Desktop
Documents
* Downloads
Js Music
| Pictures
n Videos
., Local Disk (C3)

T, A

File name: w ‘ Certificate files (*.pfig*.p12;*.cel ~

Vnesemo geslo, s katerim je zascitena varnostna kopija digitalnega potrdila .pfx ali .p12. Potrdimo s klikom na OK.
(S) PFX or P12 Password

X

SafeNet Authentication Client gemalto’

Enter the PFX or P12 password: U |

Current Language: EM

Digitalno potrdilo je s tem uspe$no namesceno. Potrdimo s klikom na OK.

SafeMet Authentication Client Tools *

o Certificate was imported successfully,

Preverimo, Ce je digitalno potrdilo prisotno na seznamu potrdil, ki so prisotna na pametni kartici/kljucu.
'@ SafeMet Authentication Client Tools

gemalto’

SafeNet Authentication Client 20128

_il SafeMet Authentication Clisnt Tools ﬁ ':_SJ

’ &5 Tokens

@ Card #471351D51D6EAR33

Bl [5] User cerficates lssued To Issued By Expiration D...  Purposes
Z% Settings [FICASHAS6-User2KSHA. . TestCASHA. .

: 25-Pug-2036  Client Authentication, Secure E...
{«':\;‘2 Client Settings
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5.2

Izbris digitalnega potrdila iz pametne kartice/kljuc¢a

Zazenemo aplikacijo Safenet Authentication Client Tools.

Authenti..n Client [LINGERT ST

Windows MacOS Linux — Ubuntu 17.07
o\ PN
SafeNet Authentication Client Tools ( S ) ( S ] A Applications
Desktop a
pagl = 8 O
SafeNet SafeMet
v -

-

SafeNet
Authentication Client

SafeNet
..ntication Client Tools

Izberemo ikono Advanced View (oznaceno na sliki)

@ SafeNet Authentication Client Tools X

gemalto’

SafeNet Authentication Client [@loi?e

Card #E827994AC1D6FD17

V / Rename Token
F*dedek Change Token Password
ﬁ. Unlock Token
® Delete Token Content
V p View Token Info

Disconnect SafeNet Vitual Token

® GEMALT0.COM

Na levem seznamu razsirimo postavko User certificates, pod katero lahko vidimo vsa digitalna potrdila, ki so prisotna na

pametni kartici.

SafeNet Authentication Client

'S' SafeNet Authentication Client Tools —

2012 e

pet
X

| SafeNet Authentication Client Tools @ L—ﬂ @
“ Tokens
~ @ Card HEB27IMACIDEFD1T7 Cerlificate:
v 'Ejlf_s-‘ac;:sﬂ:g;u LT Senal number 0z
s 3% S*Emngg 2 Issued to CASHA256-User2KSHA256
--\:cfé Ciient Setiings Issued by TestCASHAZ56
Valid from 25-Aug-2016
Valid to 25-Aug-2036
Intended purposes Client Authentication, Secure Email
Friendly name: <None>

£

Divimio |
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4. Oznacimo digitalno potrdilo, ki ga Zelimo odstraniti in izberemo ikono Delete certificate.

SafeNet Authentication Client 2012 e
) SafeNet Authentication Client Tools =]
«% Tokens
@ Card #EB27934ACIDGFD17 Certicate:
v () User cettficates T O 02 Lo
i {&?ejn 5\::”“259”53'2"5”‘256 Issuedto CASHA256-User2KSHA256
> R se Issued by TestCASHA256
4C% Client Settings Valid from 25-Aug-2016

5. lzbris potrdimo s klikom na OK.

Delete Certificate X

| . This will delete the certificate. Are you sure?

o | [Com]

6. V polje Token Password vnesemo uporabnisko PIN kodo in kliknemo na OK.

(S) Token Logon x

SafeNet Authentication Client gemalto’

Enter the Token Password

Token Name: Card #EB827994AC1D6FD17

Token Password: ||

Current Language: EN
This is an unli copy for ion use only.

OK Cancel

7. Digitalno potrdilo je s tem uspesno odstranjeno.

Delete Certificate *

o Certificate was deleted successfully,
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