Navodilo za izdelavo varnostne kopije digitalnega potrdila OS Windows

1. V osnovni vrstici OS Windows v iskalno polje (levo spodaj) vpisite »INTERNETNE MOZNOSTI«
(angl. »INTERNET OPTIONS«) in odprite ponujeno.
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2. Navrhu okna izberite zavihek »VSEBINA« (angl. »\CONTENT«), nato gumb »POTRDILA« (angl.
»CERTIFICATES«), ki ga najdete v sredini okna.

Internet Options

| General | Security | Privacy I Content Iconnecuons | Programs | Advanced |

Contant Advieor

@ Ratings help you control the Internet content that can be
wiewed on this computer,

Certificates
Use certificates for encrypted connections and identification.
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= AuteComplete stores previous entries [
% on webpages and suggests matches

for you,

Feeds and Web Slices

Feeds and web Slices provde updated

content from websites that can be
read in Internet Explorer and other
programs.,




Izberite prvi zavihek »OSEBNO« (angl.»PERSONAL«) in oznacite digitalno potrdilo, ki ga Zelite
izvoziti. Nato pritisnite gumb »1ZVOZI« (angl. »EXPORT«).
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Certificate intended purposes
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[ pen |
Learn more about cerfificates [E

Zazene se Carovnik za izvoz digitalnih potrdil. Pritisnite gumb »NADALJUJ« (angl. »NEXT«).
[ Certificate Export Wizare )

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back Mext = I[ Cancel
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5. lzberite moZnost »Da, izvozi zasebni kljuc« (angl. »Yes, export the private key«) in pritisnite
gumb »NAPREJ« (angl. »NEXT«).

Export Frivate Key
¥ou can cheose 1o export the private key with the certificate.

Private keys are password protected, If you want 1o export the private key wih the
certficate, you must type a pasaword on a ater page.

Do you want to expaort the private key with the certificata?

@ ires, export he private keyi

7 Ne, do not export the private key

Learn mare about exporting private keye

T e ] [ ]

6. V naslednjem oknu dolodite dodatne lastnosti izvoZene datoteke: Izberite »lzvozi vse razsirjene
lastnosti« (angl. Export all extended properties). Kliknite gumb »NADALIUJ« (angl. NEXT).

Certificates can be exported in a vanety of fie formats.

Sedect the format you want 1o use:
DER encoded banary X. 509 (.CER)
Bage-54 encoded X. 509 (.CER)
Cryptographic Message Syntax Standard - PKCS 87 Certficates (P78)

frncude 8l certificates in the certfication path if posshle

@ Personal Information Exchange - PXCS 212 { PFY)
| Inchgde all certificates in the cerbfication path if possble
Dedate the private ey if the export s successful
%" Export all extended proper tes

Microsoft Senalized Certificate Store [.55T)

Learn more about certificats fie formats
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7. Dolocite geslo, s katerim boste zascitili varnostno kopijo zasebnega klju¢a. Pomembno je, da si
geslo zapomnite, saj se hrani le pri vas. Kliknite gumb »NAPREJ« (angl. NEXT).

H b
Certificate Export Wizard l &8

Password
To maintain security, you must protect the private key by using a password.,

Type and confirm a password.

Password:

Type and confirm password {mandatory):

8. Pritisnite na gumb »PREBRSKAJ« ali »BROWSE« in izberite mapo ali nosilec (disk, zunaniji disk,..),
na katerega boste shranili vaso kopijo digitalnega potrdila.

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

File name:
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9. V polje »Ime datoteke« (angl. »File name«) vpisite izbrano ime datoteke z varnostno kopijo
digitalnega potrdila, nato pritisnite gumb »SHRANI« (angl. »SAVE«).

Organize «

¢ Favorites “ 4 Hard Disk Drives (1)

Bl Desktop Local Disk (C:)

& Downloads
9] Recent Places 103 GB free of 148 GB

4 Devices with Removable Storage (1)

ol Libraries
@ Documents = @ DVD RW Drive (D:)
J’ Music -

[ Pictures

E Videos

M Com puter
£, Local Disk (C:)

€ Network

File name: |

Save as type: [Perscmai Infermation Exchange (*.pfx)

= Hide Folders

10. V zadnjem oknu ¢arovnika se izpiSejo vse izbrane nastavitve izvoza. Izbor potrdite s pritiskom na
gumb »DOKONCAIJ« (angl.»FINISH«).

r—'.
Certificate Export Wizarc =X

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specdified the following settings:

: =
File Name C:\sha

Expaort Keys Yes
Include all certificates in the certification path Mo
File Format Person;
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11. Za dostop do zasebnega kljuca je potrebni vpisati geslo, ki ste si ga sami dolocili pri prevzemu
potrdila, €e ste izbrali visok nivo varnosti. Vpisite geslo in ga potrdite s pritiskom na gumb »V
REDU« (»OK«). Ce ste pri prevzemu potrdila pustili srednji nivo varnosti in gesla niste dolocili, se
to okno ne bo pojavilo.

T rting your private exchan ot S|

An application is requesting access to a Protected item.

Password for:
CryptoAP| Private Key I
[ Remember password
| ok || cancel || Detais..

12. Ce vam gesla ni potrebno vpisati, le potrdite dostop do zasebnega kljuéa s pritiskom na gumb »V
REDU« (»OK«).

Exporting your private exchange

An application is requesting access to a Protected tem.

Password for:

CryptoAP| Private Key

|| Cancel || Detais.. |

13. Izvoz je bil uspesen. Postopek koncajte s pritiskom na gumb »V REDU« (»OK«).
Certificate Export leard‘ I

The export was successful,

6/6



